protect someone's identity?
A few weeks ago, the US Department of Health and Human Services had the perfect opportunity to address this issue when it released its 563-page reboot of the HIPAA. But although it addressed genetic information explicitly, the de-identification criteria were summarily brushed off in a single sentence on page 416: "The Privacy Rule's deidentification standard is outside the scope of this rulemaking. "
The risks of re-identification from genomic data sources were partly responsible for the launch of the Personal Genome Project (about which I have written a book and on whose unpaid board of directors I serve). The project's approach has been to eschew any promises of privacy and confidentiality. To date, it has more than 2,000 participants, all of whom have agreed to make public, and potentially identifiable, any genomic, medical, environmental and trait data collected about them during the study. I am one of them. Such open consent is not for everyone. Many of the risks -from identity theft to being framed for crimes -are clear. So why would anyone enrol?
Fairness, for one: I can, if I want, access my sequence and other 'omic' data at any time, day or night. So, too, can a poorly funded geneticist in a tiny lab in Slovenia or Kenya. My data are not privy only to the select few running the study.
Second, research will work better if scientists have more information about the people they study. If an investigator wants to study the genome of someone with an anxiety disorder, ear pits and male pattern baldness, he or she is free to look me up. If someone is interested in induced pluripotent stem cells from a human male, mine are available from the Coriell Institute for Medical Research in Camden, New Jersey. If we agree that part of the mission of biomedical science is to understand the relationship between genotype and phenotype, it is surely helpful to have access to a cohort's unredacted phenotypes before its members die (at which point they are no longer considered 'human subjects' in the eyes of the government).
Third, some genomic information is going to be medically useful. A few months ago, Bloomberg News reporter and Personal Genome Project participant John Lauerman learned that he was predisposed to a rare blood disorder, signs of which he can keep watch for. Finally, as Erlich and Kramer have shown, de-identification is increasingly difficult. Privacy and confidentiality are important principles. But being identifiable has some benefits, and being anonymous has some costs; science will be better off when it acknowledges this reality. WORLD VIEWA personal take on events
